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‘ POWER FINANCE CORPORATION LTD.

Radhika Jha, 15 , _
Executive Dn-e_cm:-épDS) (mea R w I (A Gout. of India Undertaking)
2nd May, 2016

Sh. Hemant Sharma, IAS / 3g 27U
CMD |

Odisha Power Transmission Corpn. Ltd.
Janpath

Bhubaneswar

Subject: Information Security Policy/Audit in Discoms.
Sir,”

- With the sanction of R-APDRP Part-A infrastructure in your Discom, a sizeable volume of national asset in
your state is being created. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility mamtams and
practice an effective information security policy (ISP) that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested all the States to take necessary steps towards
formulating and finalizing Information Security Policy of the organization (copy enclosed). In this context we
request you to designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for -establishing and maintaining the enterprise vision, strategy, and
program’ to ensure information assets and technologies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated to us.

Also please intimate us the status of the formulation of ISP in the enclosed format. If you have conducted
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please. \
Your's Sincerely,

(RW

Executive Director (IPDS)
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R Radhika Jha, s | POWER FINANCE CO_RPORATV[ON---LTD-
Executive Director {IPDS}. ‘ ' (H]'\"ﬁ NECAREE:E Biste-ori) (A Govt. of India Undertakirg)

2nd May, 2016

Sh.G.R. Chandra,IAS /' 25 24 &
Secretary (Power), '
Chief Secretariat,

Govt. of Puduchetry

Goubert Avenue,

Puducherry-605001

Subject: Information Security Policy/Audit in Discoms.
S,

With the creation of R-APDRP Pari-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your state. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP) that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps towards
formulating and finalizing tnformation Security Policy of your organization (copy enclosed). In this context
we request you to designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program fo ensure information assets and technologies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated to us. : :

Also please intimate us the status of the formulation of ISP in the enclosed format. If you have conducted
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately.

 This is for your kind information and necessary action please.

Your's Sincerely,

(RadHika Jha, IAS)

Executive Director (IPDS)
Encl. : As above .
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" Executive Director (1PDS)
: 2nd May, 2016

sh.kunal,las /28248
Secretary (Power) '
Govt. of Goa,

Secretariaf, Porvorim,

Goa-403 521,

Subject: Information Security .PolidyfAudit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your state. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automnated efectrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP) that includes Cyber Security.

Refer our advisory dated 16.07.2010, wherein we requested you to take necessary steps towards
formulating and finalizing Information Security Policy of your organization (copy enclosed). In this context
we request you to designate a chief information security officer (CI1SO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program to ensure information assets and technolagies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated fo us.

Also please intimate us the status of the formulation of ISP in the enclosed format. if you have conduc{ed
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

Your's Sincerely,

{Radhika Jha, IA3)
Executive Director {IPDS)

Encl. : As above

SO, 1, aRrET o, aefe O, T e — 110001 YUY © 23456000 BHT : 011-23456683
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'Radhika!.}h(z 1S o . POWER FINANCE CORPORATION LTD.
Exccutive Director (,I:PDS) _ Ve o w1 ) ) . (AGout.of India Undertélfmg) '

2nd May, 2016

Sh.KlYanger /3% % “d
Secretary (Power) '

Govt. of Nagaiand,

Deptt. of Power,

Kohima-797 004.

Subject: lr‘iform-ation Security Policy/Aﬁdit in Discoms.
Sir,

With the progress of R-APDRP Past-A infrastructure in your Discom, a sizeable volume of national asset in
your state is being installed. information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP} that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps towards
formulating and finalizing Information Security Policy of your organization (copy enclosed). In this context
We request you to designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program fo ensure information assets and technologies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated to us.

Also please intimate us the status of the formulation of ISP in the enclosed format. If you have condugted
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you fo conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action plea‘se.,

Your's Sincerely,

(Radhik&rdha, IAS]
Executive Director (IPDS)

Enck. : As above
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b POWER FINANCE CORPORATION LTD.

Radhika Jha, s I . .
Executive Director (lPD“,) (TR RRFR a1 dqgﬁ] - A QOVL of fndia.,Urnderfakin.g_)
2nd May, 2016

Sh.R.Sudhan,lAs [/ ZX2UF

Managing Director,

Manipur State Power Distribution Co Lid.

3¢ Floor, New Directorate Building (Near Hotel [mphal)
North AOC

Manipur 795001

Subject: Information Security Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of

national asset in your state. Information/ business intelligence bemg created and disseminated across the

organization and beyond through these computing infrastructures. With such information store-house and

automated electrical systems within an organization; it is absolutely essential that the utility maintains and
- practlce an eﬁecnve information security policy (ISP) that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you fo take necessary steps towards
formulating and finalizing Information Security Policy of your organization {copy enclosed). In this context
we request you to designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program 1o ensure information assets and technologies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CIS0O may please be intimated fo us.

Also please intimate us the status of the formulétlon of ISP in the enclosed format, [f you have conducted
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive Information Security Audn immediately.

This is for your kind information and necessary action please.

Your's Sincerely,

Executlve Director (IPDS)
Encl. : As above

SR, 1, qRIET 8, PHre @, 72 feell - 110001 GRATY : 23456000 Hard  : 011-23456683
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Radhika Jha, s ' ' ) _p'O.W'ER FINAN'CE CORPORATION LTD.
Executive Director (IPDS) SR SR (AGowt of indiz Undertaking)

. L 2nd May, 2016

- Sh.PSThangkhiew, 1As /34 24
Chairman and Managing Director
Meghalaya Energy Corporation Ltd. (MeECL)
Lum Jingshai, Short Round Road,
Shillong — 793 001.

Subject: Information Security Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your state. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP) that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps iowards
formulating and finafizing Information Security Policy of your organization (copy enclosed}. In this context
we request you to designate a chief information security officer (C1SO), one ‘senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program 1o ensure information assets and technelogies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated o us. .

Also please intimate us the status of the formulation of ISP in the enclosed format. If you have conducted
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

Your's Sincerely,

(Radhika Jha, 1AS)

Executive Director (IPDS)
‘Encl. : As above

S, 1, INRIET oA, FHTT o, A8 e — 110004 GUHTY © 23456000 BT © 011-23456683
Ur_janidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-110001 Phanes - 23456000 Telefax : 011-23456683
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Redhibe ypm ) ' POWER FINANCE CORPORATION, LTD.
Execntive ‘Dfrcct.or (’IPDé) BNGIESH ATPR @] ) N (A Govtj ofindia Underiaking)
2nd May, 2016

Sh. Kaling Tayeng, IAS / L&Y
- Commissioner & Secretary (Power)

Govt. of Arunachal Pradesh

Jal Vidyuit Bhawan, ltanagar

Dist — Papumpare ,

Arunachal Pradesh - 791111,

Subject: Information Security Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have instalied a sizeable volume of
national asset in your state. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP} that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps towards
formulating and finalizing Information Security Policy of your organization {copy enclosed). In this context
we request you to designate a chief information security officer (CISO), one seriior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program to ensure information assets and technologies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated fo us.

Also please intimate us the status of the formulation of ISP in the enclosed format. If you have conducted
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

Your's Sincerely,

(Radhika Jha, I1A8)
Executive Director (IPDS)
Encl. : As above

HAIY, 1, RIS O, Peife W, A AT — 110001 ST ¢ 23456000 BT : 011-23456683
Urjanidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-110001 Phones : 23456000 Telefax : 011-23456683
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Radhika Jha, 25 POWER FINANCE CORPORATION LTD.

Executive Director {IPDS) (%! R Wq}" . (A Gout. of !ndig Uhdenak%ﬁg)
T 2nd May, 2016
Sh. Rajeev K. Gupta / SNy
Commissioner & Secretary (Power) ‘
Power & Electricity Deptt.

Govt. of Mizeram,
Aizwal, Mizoram-796001

Subject: Information Security Policy/Audit in Discoms. |
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your state. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP) that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you fo take necessary steps fowards
formufating and finalizing Information Security Policy of your organization (copy enclosed). In this context
we request you to designate a chief information security officer (CISQ), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program 1o ensure information assets and technologies are adequately protected and will act as Nodal-
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated to us.

Also please intimate us the status of the formulation of ISP in the enclosed format. If you have cond.uc;ed
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

Your's Sincerely,

(RadhikaJha, IAS)
Executive Director (IPDS)

Encl. ;: As above

Goltafe, 1, IR 2, Ffe ©F, % Reel — 110001 TRATT 23456000 BET © 011-23456683
Urjanidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-110061 Phones : 23456000 Telefax ; 011-23456683
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?ﬂi’lﬂ?%,w?‘._q.rq;@ TR Biged BRYRYE fafies
PR P (0 ‘ * POWER FINANCE CORPORATION LTD.

Radhika Jha, 15
Executive Directo. PDS] (ARG TR HT IIEE) {A Gowvt_ of- India Undertaklmg)
2nd May, 2016

Mr. Rajesh Pandey, !AS /5 poyvy
Chairman and Managing Director,

West Bengal State Elecy Dstbn. Co. Ltd.

Block — DJ, Vidyut Bhavan

Salt Lake City, Sector - 11

Kolkata-700091.

“Subject: Information Sécu.rity Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your stafe. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP) that includes Cyber Security.

Refer our advisory dated 15.07. 2010, wherein we requested you to take necessary steps towards
formulating and finafizing Information Security Policy of your organization (copy enclosed). In this context
we request you to designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program to ensure information assets and technologies are adequately protected and wilf act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated to us.

Also please intimate us the status of the formulation of ISP in the enclosed format. If you have conducted
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

e Your's Sincerely,

(Radhika Jha, IAS)
' Executive Director (IPDS)
Encl. : As ahove

HONAE, 1, TRIGET @4, FHc o, T3 Reell — 110001 TY4TS © 23456000 B © 011-23456683
Udanidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-110001 Phones ; 23456800 Telefax : 011-23456683
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Radhika Jha, s -~ POWER FINANCE CORPORATION LTD.

Exceutive Dircctor {IPDS), (Tt ety B U] (A Gowt of india Undertaking)
' 2nd May, 2016

~ §h.S.S. Yadav / ERERP
Managing Director _ '
- Uttrakhand Power Corporation Nigam,
Urja Bhawan, Kanwali Road,
Dehradun- 248 001.

Subject: Information Security Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your stafe. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy {ISP) that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps towards
formulating and finalizing Information Security Policy of your organization (copy enclosed). In this context
we request you to designate a chief information security officer {(CISQ), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program to ensure information assefs and technologies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated to us.

Also please intimate us the status of the formulation of ISP in the enclosed format. If you have conducted
security audit of your Utility, the last date of the Audit may please be intimated fo us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.
Your's Sincerely,
(RadHiKa Jha, IAS)

Executive Director (IPDS)
Encl. : As above

U, 1, aRIEH1 T, Fie ©F, TE fieeh - 110001 GYAIY © 23456000 B © 011-23456683
Urjanidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-110001 Phones : 23456000 Telefax : 011-23456683
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Radhika Jha, s - - -~ POWER FINANCE CORPORATION LTD.

{ R UEPR FF b} " {AGovt of India Undertaking)

2nd May, 2016

* Execative Director ([PDS)

Shri Satyavir Singh Rathore / SE2ME
Managing Director

Dakshinanchal Vidyut Vitran N|gam Ltd

220 K.V. Vidyut Sub Station

Mathura Agra By Pass Road,

Sikandra, AGRA-282 007.

Subject: Info_rmation Security Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your state. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP) that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps towards
formulating and finalizing Information Security Policy of your organization {copy enclosed). In this context
we request you to designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program to ensure information assets and technologies are adequately protected and will act as Nodal
Officer for the Discom for tnformation Security, including Cyber Security. The name and designation of the
CISO may please be intimated to us. ‘

Also please intimate us the status of the formulation of ISP in the enclosed format. If you have conducted
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately.

This is for your kind information-and necessary action please.

Your's Sincerely,

(Radhika Jha, IAS)
Executive Director (IPDS)

Encl. : As above

GO, 1, YRIGET o, Fle o, A8 (3ol — 110001 SRATY : 23456000 B © 011-23456683
Utjanidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-110001 Phones : 23456000 Telefax ; 011-23456683
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Radhika Tha. s ‘ ' POWER FINANCE CORPORATION LTD.
Eecutive Dinuctor (’lPDS) _ {3 rea TRBIX 61 ) (A Gowt. of India Undertaking)

2nd May, 2016

‘Sh.AK.Singh, /5% 2ME
Managing Director '
Purvanchal Vidyut Vitran Nigam Ltd.
Hydel Colony, Bhikhari Pur, Post DLW,
Varanasi-221 004.

Subject: Information Security Policy/Audit in Discoms. -
Sir,

With the creation of R-APDRP Part-A lnfrastructure in your Discom, we have installed a sizeable volume of
national asset in your state. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP) that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary sieps towards
formulating and finalizing Information Security Policy of your organization (copy enclosed). In this context
we request you to designate a chief information security officer (CISO), one senior-level executive in your
organization who wilt be responsible for establishing and maintaining the enterprise vision, strategy, and
program to ensure information assets and technologies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated to us.

Also please intimate us the status of the formulation of ISP in the enclosed format. If you ha_we conduct_ed
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

Your's Sincerely,

e 4
_;f o Ty f\.»
/ Ve iy
7 L, "
= My, “,
2 e g&g ; / Executive Director (IPDS}
Encl. : As above e, GRS I
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Radhika Jha, 725 POWER FINANCE CORPORATION LTD. |

Executive Divector [1IPDXS)

2nd May, 2016

Sh, Shamim Ahmad VaEX Rt
Managing Director ' _
Madhyanchal Vidyut Vitran Nigam Lid.

4-A, Gokhle Marg,

Lucknow — 226 001.

~ Subject: Information Security Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your state. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP} that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps towards
formulating and finalizing Information Security Policy of your organization (copy enclosed). In this context
we request you to designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, sirategy, and
program to ensure information assets and technologies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated to us.

Also please intimate us the status of the formulation of ISP in the enclosed format. If you he_we c.onduct'ed
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you fo conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

Your's Sincerely,

(Ra\i' Jha,1AS)
Executive Director (IPDS)

Encl. : As above .

I, 1, JRRENT O, Foile o, 42 favell — 110001 SRAUM © 23456000 BT 011-23456683
Urjanidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-110001 Phones : 23456000 Telefax : 011-23456683
¥—Ae,/E-mail - radhikajha@pfcindia.com WE/Website - www.pfeindia.com www.aplrp.gowvin
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Radhika Tha, 045 W) POWER FINANCE CORPORATION LTD.
' (%F TN Ed U} (A‘Govt of India Underiaking)

Executive Dnector( PDS)
-2nd May, 2016

Sh. Abhishek Prakash, a5~ / 3% 2+&
“Managing Director '

Paschimanchal Vidyut Vitran Nigam Ltd.

Victoria Park

Meerut - 250 001.

Subject: Information Securlty Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your state. Information/ business inteligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility malntalns and
practice an effective information security policy (ISP) that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps towards
formulating and finalizing Information Securlty Policy of your organization (copy enclosed). In this context
we request you to designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program to ensure information assets and technologies are adequately protected and will act as Nodat
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated to us.

Also please intimate us the status of the formulation of ISP in the enclosed format. If you have conducted
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive Information Securify Audit immediately. ’

This s for your kind information and necessary action please.

Your's Sincerely,

(Radlfika Jha, 1AS)
Executive Director (IPDS)

Encl. : As above _

SO, 1, IR QF, Fte wiv, 98 Reel — 110001 GIAIT : 23456000 B ¢ 011-23456683
Unjanidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-110001 Phones : 23456000 Telefax : 011-23456683
é—ﬁﬁ/E mail : radhikajha@pfcindia.com aﬁ!ﬂ 3¢,/ Website : www.pfcindia.com www.aplp.gov.in




(@ma WHN Eal WH {A Gov’ of India Undertakmg}
2nd May, 2016

Executive Director (IPDS)

Sh, S.K. Ray /Sg) ¥

Chairman cum Managmg Director,
Tripura State Elecy Corporation Ltd.
Vidyut Bhawan, North Banamalipur,
Agartala-799001. Tripura

Subject:'lnformation Security Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your state. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absclutely essential that the utifity maintains and
practice an effective information security policy (ISP} that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you 1o take necessary steps towards
formuiating and finalizing Information Security Policy of your organization (copy enclosed). In this context
we request you to designate a chief information security officer (CISO}, one senior-level executive in your
organizatiors who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program 10 ensure information assets and technologies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CIS0 may please be intimated to us. :

Also please intimate us the status of the formulation of ISP in the enclosed format. If you ha}ve conduc;ed
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you o conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

Your's Sincerely,

/o |
'»\ i}' }\:\‘vm - 3
= ’&\"w}\;’:\x ' \a Un~<e
; ,;z\,?& . PR (Radinka Jha, TAS)

s Executive Director (IPDS)
Encl. : As above v LT

Sullf, 1, g oF, T @, 98 el — 110001 XY © 23456000 B : 011.23456683
Urjanidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-110001 Phones : 23456000 Telefax - 011-23456683
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: Radhika Tha ‘m 3 POWER FINANCE CORPORATION LTD.
. 3 1A (ma TRON & I9ehH) & (A Gom. of India Undertakmg)

Executive Dircctor (IPDS) .
' ' 2nd May, 2016

Dr. M. Sai Kumar, I1AS ' /EQ MY

Chairman & Managing Director

Tamil Nadu Generation & DfStribUHOﬂ Corporation (TANGEDCO)
N.P.K.R.R, Maaligai

800 Electricity Avenue, Anna Salal,

Chennai - 600 002.

Subject: Information Security Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discorn, we have installed a sizeable volume of
national asset in your state. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP) that includes Cyber Security,

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps towards
formutating and finalizing Information Security Policy of your organization (copy enclosed). in this context
we request you fo designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprlse vision, strategy, and
program to ensure information assets and technologies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, mciudlng Cyber Security. The name and designation of the
CISO may please be intimated o us.

Also please intimate us the status of the formulation of ISP in the enclosed format. If you ha_lve conduct'ed.
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
"you to conduct a comprehensive Enformation Security Audit immediately.

This is for your kind information and necessary action please.

Your's Sincerely,

{Ra\d ika Jha, IAS)
Executive Director {IPDS)

Encl. : As above

UMM, 1, IR o, Fete o, TE et — 110001 T ¢ 23456000 BRI ¢ 011-23456683
Urjanidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-110001 Phones : 23456000 Telefax  011- 23456683
§ﬁﬁ?{/E mail : radhikajha@pfcindia.com aaﬂlé‘c’/Webs:te www.pfcindia.com www.aplrp.gov.in
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Radhika Jha, s o POWER FINANCE CORPORATION LTD. |
Executive Director (IPD3) o _ (e WH & DR (A Govt. of India Unglertaking)
' | B 2nd May, 2016 -
Sh. N.T. Bhutia [ o928 |
PCE cum Secretary

Energy & Power Department

Govt. of Sikkim,

Power Secretariat Building, Kazi Road
Gangtok-737101.

Subject: Information Securify Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
hational asset in your state. Information/ business inteligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information siore-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and-
practice an effective information security policy (ISP} that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps towards
formulating and finalizing Information Security Policy of your organization (copy enclesed). In this context
we request you to designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and

~ program to ensure information assets and technologies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Secunty The name and designation of the
CISO may please be lntimated to us. -

Also please intimate us the status of the formulation of ISP in the enclosed format. If you have conducted'
security audit of your Utility, the last date of the Audit may please be intimated fo us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

Your's Sincerely,

(Radhd T ha, TAS)
o Executive Director (IPDS}
Encl. : As above

A, 1, IR oF, e o, 7 el — 110001 SR - 23456000 a1 © 011-23456683
Urjanidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-110001 Phones : 23456000 Telefax : 011-23456683
'SL‘\?F{/E-mail : radhikajha@pfcindia.com GRS éE/Website:www.pfcindia.com www aplrp.govin
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Radiika Jha, 7 POWER FINANCE CORPORATION LTD.

Fxecutive Director (3“305) (WHW ERESEEL) " (A Govt. of India Undertaking)
| 2nd May, 2016

ShriDK Shama [/ 4¥ > &
Managing Director

Ajmer Vidyut Vitran Nigam Lid.

Vidyut Bhawan, Pancheel,

Makarwali Road, Ajmer

Subject: Information Security Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your state. Information/ business intelligence being created and disseminated across the -
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP} that includes Cyber Security. :

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps fowards
formulating and finalizing Information Security Policy of your organization (copy enclosed). In this coniext
we request you to designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program to ensure information assets and technologies are adequately protected and will act as Nodal
Ofiicer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated to us.

Also please intimate us the status of the formulation of ISP in the enclosed format. If you have conducted
security audit of your Utility, the last date of the Audit may please be intimated fo us. Otherwise, we advise
you fo conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

Your's Sincerely,

(Radhika Jha, [AS)
Exe_cutive Director {IPDS)

Encl. : As above

SO, 1, SR o, P Wi, % &=l — 110001 XA 1 23456000 Hag 011-23456683
Urjanidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-110001 Phones : 23456000 Telefax : 011-23456683
§—ﬁ"ﬁ/ E-mail : radhikajha@pfcindia.com aﬂwéi’/ Website | www.pfcindia.com www.aplrp.gov.in :
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Executive Director (,lPDS) (W e ?iqih*"?} ' (A Govt o India Undertaking)
2nd May, 2016

Ms. Aarti Dogra, IAS E [ =¥ 248
.. Managing Director,
~ Jodhpur Vidyut Vitran Nigam Ltd.,
New Power House, Industrial Area
Jodhpur - 342 003,

Subject: Information Security Policy!Audit_ih Discoms.
Madam,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your state. [nformation/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absclutely essential that the utility maintains and
practice an effective information security policy (ISP) that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps towards
_formulating and finalizing Information Security Policy of your organization (copy enclosed). In this context
we request you to designate a chief information security officer (CISO), one senior-level execulive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program to ensure information assets and technologies are adequately profected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated to us.

Also please intimate us the status of the formulation of ISP in the enclosed format. If you have conducted
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

Your's Sincerely,

(Radhika Jha, IAS)
Executive Director (IPDS)
Encl. : As above ‘

ST, 1, IRRE A, P o, 9E foeel — 110001 TWIY © 23456000 B 011-23456683
Urfanidhi, 1, Barakhamba Lane, Connaught Place, New Deihi-110001 Phones : 23456000 Telefax : 011-23456683
E‘wﬁrﬂ/ E-mail : radhikajha@pfcindia.com JaRTET,/Website - www.pfeindia.com wwwaplrp govin
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Radhika Jha 14 o POWER FINANCE CORPORATION LTD.
| Executive Director (’[PDS) (WWM—\’ S (A Gowt; of India Undertaking)

2nd May, 2016

- Shri Sanjay Malhotra, 1AS  / £ & 24§
Chairman & Managing Director
Jaipur Vidyut Vitran Nigam Ltd.
Vidyut Bhawan, Janpath, Jyoti Nagar, Jyoti Marg,
Jaipur - 302 005, :

Silbject: Information Security Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have instafled a sizeable volume of
national asset in your state. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP) that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps towards
formulating and finalizing Information Security Policy of your organization {copy enclosed}. In this context
we request you to designate a chief information security officer (CISQ), one senior-level execuiive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program fo ensure information assets and technologies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated to us. -

Also please intimate us the status of the formulation of ISP in the enciosed format. If you he}ve conduct_ed
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately.

~ This is for your kind information and necessary action please.

Your's Sincerely,

(Radhifey JRa, IAS)

Executive Director (IPDS)
Encl. ;: As above ‘

SR, 1, SR o, Beife Wi, 78 R — 110001 YT : 23456000 WeRd : 011-23456683
Urjanidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-110001 Phones 2!3456000.Te|efax : 011-23456683
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Radhika Jha. ms POWER FINANCE CORPORATION LTD.

Exetuive Diector (aIPDS) {arE TRE T T (A'Gowt. of India Underiaking)
_ o 2nd May, 2016

Sh.KD. Chaudhri [ 3Y 248
cMp

Punjab State Power Corporation Limited
PSEB Head Office,

The Mall, Patiala-147001

Subject: Information Security Policy/Audit in Discoms,
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your state. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP) that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps towards
formulating and finalizing Information Security Policy of your organization (copy enclosed). In this context
we request you to designate a chief information security officer (CISO}, one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program to ensure information assets and technologies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated fo us. '

Also please intimate us the staius of the formulation of ISP in the enclosed format. ff you have conducted

security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

Your's Sincerely,

(Radhika Jha, IAS)
Executive Director (IPDS)
Encl. : As above

SO, 1, RG] oF, Fle @, 78 feel — 110001 YWY 23456000 BT : 011-23456683
Urjanidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-110001 Phones : 23456000 Telefax : 011-23456683
é—ﬁa/ E-mail : radhikajha@pfcindia.com d99 é‘cf/‘Website - www pfcindia.com www.aplrp.govin
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© Radhika Jha, s B , POWER FINANCE CORPORATION LTD.
Executive Director (IPDS) - (et e ) S (A Gow. @”m#'a Undertaking)

~ 2nd May, 2016

Sh. Sanjeev Kumar, IAS / T¥= vk
Chairman and Managing Director, :
‘Maharashtra State Electricity Dist. Co. Ltd.

6th fioor, Prakashgadh, Plot No. G9

Station Road, Bandra (E)

Mumbai-400 051.

Subject: Information Security Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your state. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP) that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps towards
formulating and finalizing Information Security Policy of your organization (copy enclosed). In this context
we request you to designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program to ensure information assets and technologies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated 1o us.-

Also please intimate us the status of the formulation of ISP in the enclosed format. If you have conducted
security audit of your Utility, the last date of the Audit may please be intimated to us. Othermse we advise
you to conduct a comprehensive lm‘ormation Security Audit immediately. C

This is for your kind information and necessary action please.

Your's Sincerely,

(Radhi¥a Jha, IAS)
Executive Director (IPDS)
Encl. : As above

S, 1, aRREET O, Feife wie, T Tl ~ 110001 SR 23456000 B © 011-23456683
Urfanidhi, 1, Barakhamba Larie, Connaught Place, New Delhi-110001 Phones : 23456000 Telefax : 011-23456683
EF—‘EI?T/E mail : radhikajha@pfcindia.com aaﬂléE/Websne www.pfcindia.com www.aplrp.govin
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Radhika Jha, 145 y POWER FINANCE CORPORATION LTD.
Exccutive Dirsctor (PDS) _ (I YRR BT Gaae) o {AGovt. of ndia Undertaking)

2nd May, 2016

 Sh.VivekKr. Porwal,1as  / B¥ 2N & |
Managing Director . ‘
- M.P. Madhya Kshetra Vidyut Vitran Co. Ltd ' '
Bijli Nagar Colony, Govindpura,
Bhopal - 462 023.

Subject: Information Security Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your state. Information/ business intelligence being created and disseminated across the
organization and beyond through: these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP) that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps towards
formulating and finalizing Information Security Policy of your organization (copy enclosed). In this context
we request you to designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program to ensure information assets and technologies are adequately protected and will act as Nodal
Offieer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated to us.

Also please intimate us the status of the formulation of ISP in the enclosed format. If you have conducted

security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

Your's Sincerely,

(Radhika Jha, I1AS)
Executive Director (IPDS)

Encl. : As above

SR, 1, IR oF, B W, T8 e — 110001 TIATY : 23456000 Had : 011-23456683
Urjanidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-110001 Phenes : 23456000 Telefax : 011-23456683
g"ﬁ?’f/ E-mail : radhikajha@pfcindia.com Ja% éE/WebSEte www.pfeindia.com www.aplrp.gov.in
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Radhika Jha, s
Executive Director (IPDS)

2nd May, 2016

Shri K. Venkata Narayana | 3% 2.\ ¢
Chairman & Managing Director,

Northern Power Dist.Co.of Telangana Ltd.
House No. 2-5-31/2

Vidyut Bhawan, Nakkalgutta,

Hanamkonda

Warangal - 506 001

Subject: Information Security Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your state. Information/ business intelligence belng created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utilty maintains and
practice an effective information security policy (1SP) that includes Cyber Security.

Refer our adwsory dated 15.07.2010, wherein we requested you to take necessary steps towards
formulating and finalizing Information Security Policy of your organization (copy enclosed). in this context
we request you to designate a chief information security officer (CISO), one senior-level executive in your
‘organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program to ensure information assets and technologies are adequately protected and WI|| act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO rnay please be intimated to us.

Also please intimate us the status of the formulation of ISP in the enclosed format. If you have conducted

security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise -

you to eonduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

Your's Sincerely,

(Ral i

Encl. : As above

El
i

POWER FINANCE CORPORATION LTD
(79 WIBR @] TP {A Govt. of Indja Undertaking)

a,1AS)
Executive Director (IPDS}

mﬁrﬁx 1 aNrE @, Fre N, 9 fé?vsﬁ ~ 110001 a;\mrq 23456000 HART  011-23456683

_#Urjanidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-110001 Phones : 23456000 Telefax : 011-23456683
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Radhika Jha, /s
Executive Dircetor {IPDS)

RNt WEL B GEF) . (AGow, of India Undertaking)
: 2nd May, 2016

Sh. Aakash Tripathi, IAS [ 2J2( &
Managing Director ' '
M.P. Paschim Kshetra Vitran Ce. Lid.,

Polo Grounds,

Indore — 452 003.

Subject: Information Security Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your state. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP) that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary sieps towards
formulating and finalizing information Security Policy of your organization (copy enclosed). In this context
we request you to designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program to ensure information assets and technologies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated to us.

Also piease intimate us the status of the formulation of ISP in the enclosed format. If you have conducted
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive information Security Audit immediately.

This is for your kind information and necessary action please.
Your's Sincerely,
{Radhi a, IAS)

' Executive Director (IPDS)
Encl. : As above

ST, 1, TRRET o, B @, 92 fReell — 110001 I : 23456000 BT 011-23456683
Unjanidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-110001 Phones - 23456000 Tetefax : 011-23456683
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Executive Director (IPDSY

2nd May, 2016

Sh. Mukesh C. Gupta, IAS -/ 3 € = (¥
* Managing Director |

M.P. Purvi Kshetra Vidyut Vitran Co. Ltd

Shakti Bhawan;

Vidyut Nagar,

Jabalpur — 482 008.

Subject: Information Security Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your state. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP} that includes Cyber Security.

Refer our advisory dafed 15.07.2010, wherein we requested you to.take necessary steps towards
formulating and finalizing Information Security Policy of your organization {copy enclosed). In this context
we request you to designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program to ensure information assets and technologies are adequately protected and will act as Nodal
~ Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated to us. :

Also please intimate us the status of the formulation of ISP in the enclosed format. If you hgve conduc’ged
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

Executive Director (IPDS)
Encl.: As above

. _ , _ o POWER FINANCE CORPORATION LTD.
- Radhika Jha, s : (e EvER Bl ST (A Govt. of India Undertaking)

.‘_,.-—-"‘:-_—_—
(Radhika Jha, IAS)
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Radhika tha me -~ POWER FINANCE CORPORATION LTD.
Exccutive Diracton (D) . R S (AT WRER @ SumA) (A Govi. of India-Underaking)

2nd May, 2016 _

Sh. M. Sivasankar, s - / 3924 d
Chairman -

Kerala State Electricity Board Ltd,

Vaidyuthi Bhavanam

P.B. No. 5048 Pattom

Thiruvananthapuram — 695 004

Subject: Information Security Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your state. Information/ business inteligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated elecirical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP} that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps towards

- formulating and finalizing Information Security Policy of your organization {copy enclosed). in this context
we request you to designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program to ensure information assets and fechnologies are adequately protected and will act.as Nodal
Ofticer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated to us.

Also please intimate us the status of the formulation of ISP in the enclosed format. If you ha_we c‘onduct.ed
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you fo conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

Your's Sincerely,

(Ra\i i a, IAS)
Executive Director (IPDS)

Encl. : As above

S, 1, aIrEr o, ate o, ¢ e - 110001 GO - 23456000 B 011-23456683
Urjanidht, 1, Barakhamba Lane, Connaught Place, New Delhi-110001 Phones : 23456000 Telefax : 011-23456683
é*ﬁrﬂ/ E-mail : radhikajha@pfcindia.com da QE’/Website - www.pfcindia.com www.aplrp.gov.in
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Radhika Jha, s . . POWER FINANCE CORPORATION LTD.
Excoutive Directqr (5[PDS)_ : (“ﬂ_\’ﬁ EN T Iugie) {A Govt. of India Undeitzking}

2nd May, 2016

Sh. D. Kiran e
Managing Director :
Chamudeshwari Electric Supply Corpn. Lid,
No. 827, LJ Avenue Commercial Complex
New Kantharaja Road, Saraswanthipuram
Mysore-570 008. :

Subject: Information Security Policy/Audit in Discoms.
sir,

With the creation of R-APDRP Part-A infrastrugture in your Discom, we have installed a sizeable volume of
nationaf asset in your state. Information/ business Intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP} that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps towards
formulating and finalizing [nformation Security Policy of your organization (copy enclosed). In this context
we request you to designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program to ensure information assets and technologies are adequately profected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated fo us. '

Also please iniimate us the status of the formulation of ISP in the enclosed format. If you hgve conduct_ed
security audit of your Utifity, the last date of the Audit may please be intimated to us. Otherwise, we advise
you fo conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

Your's Sincerely,

(Ra ita, TAS)
Executive Director (IPDS)
Encl. : As above /

£

ST, 1, gRE A, B @, 78 Reel — 110001 SN © 23456000 BEH © 011-23456683
Uranidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-110001 Phones : 23456000 Telefax : 011-23456683
§—99,/E-mail - radhikajha@pfcindia.com JIAIEE /Website - www.pfrindia.com www.aplrp.gov.in



| \-Ri‘ldhika Tha s B POWER FINANCE CORPORATION LTD. :

 Executive Dircctor {IPDS) ' (W BN 1 Ss6 ) (A Govt. of india:querj_aka‘ng)
: “2nd May, 2016 -

. Sh.M.Mahadey ~ [/ 3224&"
Managing Director .
Gulbarga Electricity Supply Co. Lid.,
Corporate Office, Main Road
Guibarga-585 102. (Karnataka)

Subject: Information Security Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have instalfed a sizeable volume of
national asset in your state. Information/ business infelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested. you to take necessary sleps towards
formulating and finalizing Information Security Policy of your organization {copy enclosed). In this context
we request you to designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program to ensure information assets and technologies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated to us. : -

A!so." please intimate us the status of the formulation of ISP in the enclosed format. If you have conducted
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

Your's Sincerely,

(Radfiika Jha, 1AS)
Executive Director (IPDS).

* Encl. : As above '

SO, 1, IRREET @, B ©n, A2 e — 110004 TRUTY : 23456000 HaT © 011-23456683
Urjanidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-110001 Phones : 23456000 Telefax : 011-23456683
§Hel/E-mail - radhikajha@pfcindia.com JEETSC,/ Website - www.pfcindia.com www.apirp.gov.in
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Radhika Tha. e A ~_ POWER FINANGE CORPORATION LTD.
‘ i (‘-ﬂ'\"d UIPR 6y Gq?:bii) (A Govt. of India Uhdert'aking)

Executive Director (IPDIS)
2nd May, 2016 -

Ms. Khushboo Goel Chodhary, IAS ~ / 2 8 21 &
Managing Director :

Hubli Electricity Supply Co. Ltd. ESCOM, - ‘

Corporate Office, P.B. Road, Navnagar, Hubli,

Hubli - 580 025,

Subject: Information Security Policy/Audit in Discoms.
Madam,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your state. Information/ business intelligence being created and disseminated across ihe
organization and beyond through these computing infrastructures. With such information store-house and
automated elecirical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP) that includes Cyber Security. ‘

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps towards
formulating and finalizing Information Security Policy of your organization {copy enclosed). In this context
we request you to designate a chief information security officer {(CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program to ensure information assets and technelogies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated to us.

Also please intimate us the status of the formiulation of ISP in the enclosed format. If you have conduct_ed
security audit of your Utifity, the last date of the Audit may please be intimated o us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

Your's Sincerely,

(Radh a, 1AS)
Executive Director {IPDS)

Encl, : As ahove

S, 1, IR A, FeTe Wi, T fReE — 110001 R ¢ 23456000 UG 011-23456683
Urfanidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-110001 Phones : 23456000 Telefax - 011-23456683
§—3el/E-mail ; radhikajha@pfcindia.com aﬁﬂiga/w»absite:www,pfcindia.com www.aplrp.gov.in
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Redhitn ki - POWER FINANCE CORPORATION LTD.
; 3 (T TR @ ) - (AGovt. of India Undertaking)

Executive Director (IPDS)
_ 2nd May, 2016

Sh. Chikkananjappa {f 2E2YX
Managing Director |

Mangalore Electricity Supply Corpn.,
Corperate Office,

Paradigm Plaza, 5th floor,

AB Shetty Circle, '

Mangalore-575 001

Subject: Information Security Policy/Audit in Discoms.
S_ir,_

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your state. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP) that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps towards

formulating and finaiizing Information Security Policy of your organization {copy enclosed). In this context

we request you o designate a chief information security officer (CISO), one senior-level executive in your

organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and -
program o ensure information assets and technologies are adequately protected and will act as Nodal

Officer for the Discom for Information Security, including Cyber Security. The name and designation of the

CISO may please be intimated to us.

Also please intimate us the status of the formulation of ISP in the enclosed format. If you have conductred'
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

[ ' Your's Sincerely,
R IC T ——
adhika IR, IAS)

f

M R
Encl.: Asabove /
' H i\“ Y ‘;5’; TS

.

Executive Director (IPDS)

e S F ¥ ;
— LT . i

SO, 1, AT o, HAfe @, T Rl — 110001 GRHIY ;23456000 BRI ¢ 011-23456683
Unjanidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-110001 Phones : 23456000 Teié‘f_;é:x ¢ 011-23456683
$—HeT/E-mail - radhikajha@pfcindia.com 3@?3[§€/Website:www_pfcindia.com www.aplrp.gov.in
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Radhika Jha, 15 . o _POWER FI:NAN.CE-CQRPORATION" LTD.
' Lxecutive Director (’[P'DS B i S (e W BT SumE) (A Gavt. of incia Undertaking]

2nd May, 2016

Sh. Pankaj Kr. Pandey, IAS / L&Y
Managing Director S
Bangalore Elecy. Supply Co. Lid.

Corporate Office; K.R. Circle

Dr. Ambedkar Veedi

Bangalore - 560 001. .

Subject: Information Security Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your stafe. Information/ business intelligence being created and disseminated across the °
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP) that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps towards
formulating and finalizing information Security Policy of your organization (copy enclosed). In this context
we request you to designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, sirategy, and .
program to ensure information assets and technologies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated to us.

Also please intimate us the status of the formulation of ISP in the enclosed format. If you have co-nd.uctl_ed
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

ur's Sincerely,

{Radhika Jha, I1AS)
Executive Director (IPDS)
Encl. : As above

SUlfF, 1, G o, wAle ©F, T8 Ree — 110001 TR ¢ 23456000 BRI 011-23456683
Urjanidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-110001 Phanes : 23456000 Telefax : 011-23456683
§-H¢T/E-mail : radhikajha@pfcindia.com JaWIEe,/Website : www.pfeindia.com www.aplrp.gov.in
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A v - POWER FINANCE CORPORATION LTD.

Radhika Jha, /s

. 14, ,
Exécutiyc Directar {IPDS) BIIET 24T 751 ) (A Gowt. of India Undertaking)
' 2nd May, 2016

Sh. R.K. Purwar, IAS / RBEZMY
“Managing Director

Jharkhand Bijli Vitran Nigam Ltd.,

HEC Engineering Building,

P.O. DHURWA, Ranchi

Jharkhanad - 834 004.,

Subject: Information Security Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of _
national asset in your state. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
aufomated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP) that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you lo take necessary steps towards
formulating and finalizing [nformation Security Policy of your organization {copy enclosed). In this context
we request you fo designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program to ensure information assets and technologies are adequately protected and Wl” act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISQO may please be intimated to us.

Also please intimate us the status of the formulation of ISP in the enclosed format. If you he_we conduct_ed
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

Your's Sincerely,

iika Jha, TAS)

|7 i |
;. Sy (Ra
z ' ) Executive Director (IPDS)

Encl. : As above

SO, 1, SIrEET O, e w, 9E fwell — 110001 SRS : 23456000 WET : 011-23456683
Urjanidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-110001 Phones : 23456000 Teletax : 011-23456683
$—3T61/E-mail - radhikajha@pfcindia.com J9ATSE,/ Website : www.pfcindia.com www.aplrp.gov.in
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Radhikamih(jgms ) POWER FINANCE CORPORATION LTD.
- Executive Director (:IPD‘S)‘ (e qﬁam-\r ML : A Govt. of india Undertaking)
2nd May, 2016

Sh. Dheeraj Gupta, IAs | 55248
Commissioner/ Secretary {(Power)

Power Development Deptt.

Government of J&K

Civil Secretariat,

Srinagar- 190 001.

Subject: Information Security Policy/Aud-it in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of

- national asset in your state. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy {ISP) that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps towards
formutating and finalizing Information Security Policy of your organization {copy enclosed). in this context
we request you to designate & chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program to ensure information assets and technologies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated to us.

Also please intimate us the status of the formutation of ISP in the enclosed format. If you hgve- conducted
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately. :

~ This is for your kind information and necessary action please.

Your's Sincerely,

(Rad\mlka Jha, 1AS)
Executive Director (IPDS)

Encl. : As above

S, 1, SRETRE o, FEIC o, T Reell — 110001 STATT : 23456000 BEF : 0H-23456683
Urjanidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-110001 Phenes : 23456000 Telefax : 011-23456683
ﬁ*ﬁa/E-mail : radhikajha@pfcindia.com &9 éE/'Website swww.pfeindia.com wwaw.aplrp.gov.in
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T B (o - POWER FINANCE CORPORATION [ T
Radhlka Jha, IAF (% TR gy SaFH) - (A Govt. of Ingja Undertaking

Executive Director (IPDS) 2nd M 2016
_ | hd May,

Er.P.C.Negi . /23 g
Managmg Director = '
Himachaj Pradesh State Elecy Board Lid.,
Vidyut Bhawan,

Shimla-171 004,

Subject: Information Security Policy/Audit in Discoms.
Sir,

With the Creation of R-APDRP Part-A Infrastructure jn your Discom, we haye installed g s!'zeabfe- volurne of
nafional asset in Your state. Information/ business intelligence being created and disseminated across the

Organization ang beyond through these computing infrastructures, With such information store-house and

automated electrical Systems within an Organization, it js absofutely essential that the utility maintains angd
practice an effactive information security policy (1SP) that includes Cyber Security,

We request yoy 1o designate a chief information security officer (CISO), one senior-level executive in your
Organization who wij| be responsible for establishing ang maintaining the enterprise -w’siop, strategy, and
program to ensyre information asseis and technologies are adequately protectad and wm_ act as Noo_!ai
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CIsO may please be infimated to yg, _

L e (Ratitika Jha, 1AS)
| ; i Executive Director (IPDS})
Encl. : As above - o j
%;{? ‘S-z "}"I"'—h-..( ——
‘-M""““"“-ﬁmﬂ.ﬁ_‘“

1, , i, - 110001 5719 - 23456000 B - 011-23456683
Uranidhi, 1, Barakhambg Lane, Connaught Piace, New Delhi-110001 Phones 23456000 Telefax 011-23456683
~H/E-mail - radhikajha@pfcindia.com -/ Website SWWAW nfeindia anee
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Radhika Jha, s
Executive Director (TPDS)

2nd May, 2016

Er. P.C. Negi / 28248
Managing Director . ‘
Himachal Pradesh State Elecy Board Ltd.,
Vidyut Bhawan, :
Shimla-171004,

Subject: Information Security Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your state, Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP) that includes Cyber Security. '

Refer our advisory dated 15.07.2010, wherein we fequested you to take necessary steps towards
. formulating and finalizing Information Security Policy of your organization (copy enclosed). In this context
WE request you to designate a chief information seeurity officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program fo ensure information assets and technologies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated fo us. '

Also please intimate us the status of the formulation of ISP in the enclosed format. if you have conduc@ed
security audit of your Utility, the last date of the Audit may please be intimated to us, Otherwise, we advise
"you 1o conduct a comprehensive Information Security Audit immediately. ‘

This is for your kind information and necessary action please,

Your's Sincerely,

ikzJha, iAS)
Executive Director (IPDS)
Encl.: As above

POWER FINANCE CORPORATION LTD.

(T IR B Fugim) - {AGout of India Undertaking)

S, 1, AR o, e o, T2 el ~ 110001 GO 23456000 BRI : 011-23456683

Urfanidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-HOOOT Phones : 23456000 Telefax - 011-23456683

?;F—ffa/ E-mail - radhikajha@pfcindia.com d99 Ié‘c’/ Website : www. pfcindia.com www.aplrp.gov.in
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s S ) - POWER FINANCE CORPORATION LTD.

Radhika Jha, s -
A b 7 - - . -~ . . N .
" Executive Divector (1PDS) (MO TR E Guzhy) (A Gowt. of India Undertaking)
' 2nd-May, 2016

Sh. Nitin Kr. Yadav, IAS / ZE2MY
Managing Director '

Uttar Haryana Bijli Vitran Nigam Ltd.

C-16, Vidyut Sadan, Sec.-6

Panchkula — 134 109.

Subject: Information Security Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your state. Information/ business infelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP) that includes Cyber Security. '

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps towards
formulating and finalizing [nformation Security Policy of your organization {copy enclosed). [n this context
we request you to designiate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program to ensure information assets and technologies are adequately protected and wilt act as Nodal
Qficer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated to us. :

Also please intimate us the status of the formulation of ISP in the enclosed format, If you have conducted
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you fo conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

Your's Sincerely,

(Radica JRa, IAS)

Executive Director (IPDS})

Encl. : As above

SR, 1, TR B, aete oM, 78 fazell — 110001 TTATY : 23456000 BT : 011-23456683
Unjanidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-110001 Phones : 23456000 Telefax - 011-23456683
s‘—ﬁa/ E-mail : radhikajha@pfcindia.com <99 3¢,/ Website - www_pfcindia.com www.aplrp.gov.in
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Radhika Tha. e POWER FINANCE CORPORATION LTD.
. iy TAS (TR BN @ SuEE) (A Gouwt, of Indlia Undertaking}

Executive Dircetor (IPDS)
| 2nd May, 2016

- Sh. Arun Kr. Verma /{ BE2Y¥
Managing Director

Dakshin Haryana Biffi Vitran Nigam Ltd. -
Vidyut Sadan, Vidyut Nagar

Hissar-125 005 '

Subject: Informat'ioh'Security Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your state. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP} that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps towards
formulating and finalizing Information Security Policy of your organization {copy enclosed). In this context
we request you to designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program fo ensure information assets and technologies are adequately protected and will act as Nodal
Officer for the Discom for information Security, including Cyber Security. The name and designation of the
CISO may please be intimated to us. :

Also please intimate us the status of the formulation of ISP in the enclosed format. If you have conducted
security audit of your Utility, the iast date of the Audit may please be intimated to us. Otherwise, we advige
you to conduct a comprehensive Information Security Audit immediately. '

This is for your kind information and hecessary action please.

(RadhtkaJha, 1A5)
Executive Director (IPDS)
Encl. : As above ‘ :
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Radhika Jha 1as o POWER FINANCE CORPORATION LTD.
. B Yo (TG IRBY BT Tymn) (A Govt. of india Undertaking) '

Executive Director (PNS) ‘ . ‘ ) :
2nd May, 2016

Ms. Shahmeena Husain, IAS / 2 ¥R
Managing Directer

Dakshin Gujarat Vij Company Ltd,

Nana Yarachha Road,

Near Gajjar Petrol Pump,

Kapodara, Surat-395006,

~ Subject: Information Security Policy/Auditin Diséoms,.
Madam,

With the creation of R-APDRP Pait-A infrastructure in your Discom, we have installed a sizeable volume of -
national asset in your state. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP) that includes Cyber Security.

Refer our advisery dated 15.07.2010, wherein we requested you to take necessary steps towards
formulating and finalizing Information Security Policy of your organization (copy enclosed). In this context
we request you to designate a chief information security officer (CISO), ene senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program to ensure information assets and technologies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated o us. |

Also please intimate us the status of the formulation of ISP in the enclosed format. If you have conduc{ed
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to-conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

Your's Sincergly,

T 5

W WIS RaheE e L

USRI 4, wrvmder e, | (Ra
W T, FE fpsied 1000 :

—Cl

Executive Director {(IPDS)

Encl. : As above
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- Radhika Jha, 145 il
Executive Dircetar (IPDS) (HRT.-[ TN DI Wﬁhq} (A G‘?th of India Underzking)
2nd May, 2016

Sh. §.B. Khayalia | / 2Z 2N E
Managing Director, '
Madhya Gujarat Vij Co. Ltd.

Vidyut Bhawan,

Race Course Road

Vadodara - 390 007

Subject: Information Security P‘o'licy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your state. information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP) that includes Cyber Security.

Refer our advisory dated -15.07.2010, wherein we requested you to take necessary steps towards
formutating and finalizing Information Security Policy of your organization (copy enclosed). in this context
we request you to designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program to ensure information assets and technologies are adequately protected and will act as Nodal:
Officer for the Discom for information Security, including Cyber Security. The name and designation of the
CISO may please be intimated fo us.

Also please intimate us the status of the formulation of ISP in the enclosed format. If you have cond’uct‘ed
security audit of your Utility, the last date of the Audit may please be intimaied to us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

Your's Sincerely,

(Ra\d - a, IAS)
Executive Director (IPDS)

T e

Encl. : As above

S, 1, TG @, FATC @, T foeel — 110001 XY 23456000 BEE ¢ 011-23456683
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BriEr Prws (51462 0) . Hes
Radhika Jha, us POWER FINANCE CORPORATION LTD. -

Executive Director {IPDS) (qmﬂ HIp T Fﬁ] U (A Gou._t. of'lndia.UpdertEkmg) -
- 2nd May, 2016
Sh. Anupam Anand, 1A~ | % & =M &
ManagingDirector, ' "
Uttar Gujarat Vij Company Ltd.
Visnagar Road,

Mehsana-384001.(Gujarat)

Subject: Information Security Policy/Audit in Discoms,
. Sir,

With the creation of R-APDRP Pari-A infrastructure in your Discom, we have installed a sizeable volume: of
national asset in your state. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated elecirical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP} that includes Cyber Security. =

Refer our advisory dated 15.07.2010, wherein we requested your to take necessary steps towards
formulating and finalizing Information Security Policy of your organization {copy enclosed). In this context
we request you to designate a chief information security officer (CISO), one senior-level executive in YOur
organization who will be responsible for. establishing and maintaining the enterprise vision, strategy, and
program to ensure information assets and technologies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the

~ CISO may please be intimated to us.
Also please intimate us the status of the formulation of ISP in the enclosed format, If you have conducted
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

oiyr's Sincerely,

ika Jha, IAS)
T —— Executive Director (IPDS)

Encl. : As above

p —£ 0y FTEET R s
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Rodhites T o POWER FINANCE CORPORATION LTD.
. Exccutive Director (’IPDS) . ’ (R T 7 'G’IIEHIQ - (AGowt of India Undertaking)
' 2nd May, 2016

Sh.Sandeep Kumar, IA§ | 3 248
Managing Director -
~ Paschim Guijarat Vij Co. Lid.
Nana Mava Main Road,
Laxminagar, Rajkot-360004.

Subject: Information Security PoficyfAudit' in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of .

+ national asset in your state. Information/ business intelfigence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP) that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps towards
formulating and finalizing Information Security Policy of your organization (copy enclosed). In this context
we request you to designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program fo ensure information assets and technologies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated to us.

Also please intimate us the status of the formulation of ISP in the enclosed format. If you have conducted
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you-to conduct a comprehensive Information Security Audit immediately. :

This is for your kind information and necessary action please.

Your's Sincerely,
S . | (Radhika Jha, IAS)

i A e
UG WIS wiTivene B bainaedening
@cn‘%‘zi 5, SRR Executive Director (IPDS)

Encl. ; As above { PRIE X, g Rt 1000 f '
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Radhits g / | POWER FINANCE CORPORATION LTD.
Exceutive Director (}IPDSJ | | : B ()HW e Wﬁ’?) . w. A Govt ot india Vndertaking)

2nd May, 2016

Sandeep Kumar R. Pudakalkatti, IAS | R € >4 ¥
Managing Director, s

South Bihar Power Distribution Company Lid. -

Vidyut Bhawan, Bailey Road

Patna-800021 °

Subject: Information Security Policy/Audit in Discoms,
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
nationaf asset in your state. Information/ business intelligence being created and disseminated across the
organization and beyond thraugh these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps towards
formulating and finalizing Information Security Policy of your prganization {copy enclosed). In this context

we request you to designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and |
program to ensure information assets and technologies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated to us.

Also please intimate us the status of the formulation of ISP in the enclosed format. If you have conducted
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive [nformation Security Audit immediately.

This is for your kind information and necessary action please.

Your's Sincerely,

(Ra\dhm

Executive Director (IPDS)
Encl. : As above

ST, 1, AREET §F, Phie w g, T8 R — 110001 BRIV : 23456000 BT : 011-23456683
Uranidhi, 1, Barakhamba Lane, Connaught Piace, New Delhi-113001 Phones - 23456000 Telefax : 011-23456683
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T BT (A | Lo TETEN 9 TR fafies
A '~ POWER FINANCE CORPORATION LTD.

‘Radhika Jha, 5. T mp———
Executive Divectar (IPDS) o ¥ ) . (A Govt.of |-ﬂdl.8 Underiaking)
‘ _ 2nd May, 2016

Sh. Ankit Anand,JAS ~ | R &M ¥
Managing Director

Chhattisgarh State Power Distribution Co. Lid,
Danganiya ,P.O. Sunder Nagar,
Raipur-492013

Subject: Infbrm_ation Security Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your state. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information siore-house and
-automated electrical systems within.an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP) that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein -we requested you to take necessary steps toward
formulating and finalizing Information Security Policy of your organization (copy enclosed). In this contex
we request you to designate a chief information security officer (CISO), one senior-leve! executive in your -
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, an(
program 1o ensure information assets and: technoiogies are adequately protected and will act as Nods
Officer for the Discom for Information Security, including Cyber Security. The name and designatien of the
CISO may please be intimated fo us.

2 A~ 7

Also please intimate ﬁs the status of the formulafion of ISP in the enclosed format. If you have conducted
security audit of your Utifity, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

Your's Sincerely,

{ (Radhikadhia, IAS]
!f e Executive Director (IPDS)

Enci. : As above !

/
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-~ POWER FINANCE CORPORATION LTD.

Radhika Jha, 145 (T TR T ) - _ :
Exccutive Directer (1PDS) . = . .{AGOVL ofindia Under‘takmg).

2nd May, 2016

Shri R. Lakshamanan, IAS | 254

Managing Director,

North' Bihar Power Distritution Company Ltd .

Vidyut Bhawan, Bailey Road '
- Patna-800 021

Subject: Information Security Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
hational asset in your state. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP) that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps towards
formulating and finalizing Information Security Policy of your organization (copy enclosed). in this context
we request you to designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program to ensure information assets and technologies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated to us. : :

Also please intimate us the status of the formulation of ISP in the enclosed format. If you have conducted

security audit of your Utifity, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

g

‘s Sincerely,

{Radfiika Jha, IAS)

S - ‘ Executive Director (IPDS)
Encl.: As above |

SO, 1, IR o, Ffe wiE, A¢ el — 110001 TTWY : 23456000 BT 011-23456683
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. . POWER FINANCE CORPORATION LTD
Rad : . : .
g;‘c uﬁgi]gi‘rithof‘(a]-lfgg . (TG SRFN BT gugm) (A Gowt of India Undertaking)
. ‘ - 2nd May, 2016

ShriK V Eapen, IAS [2R2ME
Chaiman .

Assam Power Distribution Co. Ltd.

4t Floor, Bijuli Bhawan

Paltan Bazar

Guwahati-781 001.

Subject: Information Security Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Pari-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your state. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP) that includes Cyber Security. '

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps towards

formulating and finalizing Information Security Policy of your organization (copy enclosed). In this context ,
we request you to designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and

program {o ensure information assets and technologies are adequately protected and will act as Nodal

Officer for the Discom for Information Security, including Cyber Security. The name and designation of the

CISO may please be intimated 1o us. '

Also please intimate us the status of the formulation of ISP in the enclosed format. If you have conduct.ed
security audit of your Uiility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

Your's Sincerely,
R e,
.7’“—?'—% .
TIC7Y Ty P,
[ LY By i _
| oy, TRy Ty (RadMika-dia; TAS)
¥ T Rw g fom ST B Executive Director (IPDS)
Ik 1Yy
Encl. : As above f ‘
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Radhika Jha, /45
Exccutiyé Director {IPDS) :

Shri G. Raghuma Reddy { IE2MK
Chairman & Managing Director
Southem Power Dist.Co. of Telangana Ltd.
6-1-50 Mint Compound, :
Hyderabad-500063.

Subject: Information Security Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of

national asset in your state. Information/ business infelligence being created and disseminated across the - .

organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
practice an effective information security policy (ISP) that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps towards
formulating and finalizing Information Security Policy of your arganization (copy enclosed). In this context
we request you to designate a chief information security officer (CISQ), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program to ensure information assets and technologies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated o us. |

Also pleasg intimate us the status of the formulation of ISP in the enclosed format. If you have conducted. -

security audit of your Utllity, the last daie of the Audit may please be intimated to us. Otherwise, we advise
you fo conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

Your's Sincerely,

{Raghi a, IAS)
Executive Director (IPDS)

Encl. : As above

POWER FINANCE CORPORATION LTD.

(i TR BT FUEH) (A Govt. of India Underiaking)
‘ 2nd May, 2016 -
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Radhika Jha, 745 | POWER FINANCE CORPORATION LTD.

 Executive Dircctey (’[PDS) VTR RN BT GG - (A Gout of india Underaking)
- 2nd May, 2016

Shri Mutyala Raju, IAS [ 85203
Chairman & Managing Direcor

AP East Power Dist, Co. Lid. _

P&T Calony, Near Gurudwara Junction,
Seethammadhara -

Vishakapatnam — 530013

Subject: Information Security Policy/Audit in Discoms.
Sir,

With the creation of R-APDRP Pari-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your state. Information/ busingss intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utiiy maintains and
practice an effective information security policy (ISP) that includes Cyber Security.

Refer our advisory dated 15.07.2010, wherein we requested you to take necessary steps fowards
formutating and finalizing Information Security Policy of your organization (copy enclosed). In this context
we request you to designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and ]
program to ensure information assets and technologies are adequately protected and will act as Nodal :
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the

CISO may please be intimated to us.

Also please intimate us the status of the formulation of ISP in the enclosed formai, If you ha_we conducted
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you fo conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

Your's Sincerely,

| (Ram

Executive Director (IPDS}
Encl. : As above

IR, 1, IR A, T ©, T e — 110001 TN - 23456000 BT ¢ 011-23456683
Urjanidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-110001 Phones : 23456000 Telefax : 011-23456683 :
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Radhika Jha, ias o POWER FINANCE CORPORATION LTD.

 Bxecutive Director (IPDS) o SUSRUC e . (AGovt of India Undertaking)
' o / - 2nd May, 2016
ShriHYDora [EX2qf

Chairman & Managing Director

AP Southern Power Dist. Co, Ltd.
Srinivasa Kalyana Mandampam Backside,
Tiruchanoor Road, Kesvayana Gunta,
Thirupathi ~ 517 501

Subject: Information Security PoIicy!’A,udif in Discoms.
Sir,

With the creation of R-APDRP Part-A infrastructure in your Discom, we have installed a sizeable volume of
national asset in your state. Information/ business intelligence being created and disseminated across the
organization and beyond through these computing infrastructures. With such information store-house and
automated electrical systems within an organization, it is absolutely essential that the utility maintains and
praciice an efiective information security policy (ISP) that includes Cyber Security.

Refer our advisory dated 15.07.2010, ‘wherein we requested you to take necessary steps towards
formulating and finalizing Information Security Policy of your organization (copy enclosed). In this context
we request you to designate a chief information security officer (CISO), one senior-level executive in your
organization who will be responsible for establishing and maintaining the enterprise vision, strategy, and
program to ensure information assets and technologies are adequately protected and will act as Nodal
Officer for the Discom for Information Security, including Cyber Security. The name and designation of the
CISO may please be intimated to us, '

Also please intimate us the status of the formufation of ISP in the enclosed format. If you he_we cond'uct_ed
security audit of your Utility, the last date of the Audit may please be intimated to us. Otherwise, we advise
you to conduct a comprehensive Information Security Audit immediately.

This is for your kind information and necessary action please.

‘s Sincerely,

{Radhiika Jha, IAS)

Executive Director (IPDS)

Encl. : As above

SR, 1, IRIEET o, Beite <, T R - 110001 TUITY @ 23456000 BT : 011-23456683
Unanidhi, 1, Barakhamba Lane, Connaught Place, New Delhi-110001 Phenes : 23456000 Telefax 011-23456633
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. . pPOWER FINANCE CORPORATION LTD.

(TRT EXHR T IUHH) (A Gowt. of India Undertaking)
No.02:10: R-APDRP (P-A):2010 Date: 15.07.2010
g e
The Managmg Director.. . RS S o i /

Py Ail Statef'UT Dlstrjbutzon Ut|I|t|es
7 subt” Informat;on Secunty Pohcy'
DearSw 5, e

With the launch and advancement of APDRP programme for your state/UT there

. will be creation and use of sizeable amount of IT infrastructure. Information/
business intelligence would be created and disseminated across the organization
and beyond among its stake-holders. In creating/maintaining such information
store-house within an organization, it is absolutely essential that the utility
maintains and practice an effective information secufity policy (ISP) for the
organization. The information security policy will ensure Confidentiality, Integrity
and Availability of the information so that each piece of information is protected
in a manner that'is consistent with the value attributed to'it, the risk the utility
willing to acceptand cost it is willing to pay:

Govt. of India also has already instructed PSUs to counter wvulnerabilities in

Computer systems/Networks based on Intelligence Bureau Communiqué that

covers (i) Physical theft of Hardware containing sensitive data (ii) data

compromise (iii) information stealing by remote access (iv) spoofing by intruders
< (v) defacement of Government websites, etc |

In view of the above, it is suggested that if you have already not taken any

initiative in this direction, pease formulate an Information Sr:ecurltv Policy for your
organization. The ISP should serve following purpose

* Defining the confrdentiality, integrity and availability requirements for

; information used to support the Utilities objectives,

Ensuring that those requirements are effectively communicated to
individuals who come in.contact with such information, and
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G ez /Z Usmg, managmg and dzstnbutlng such mformatlon —in any form, electromc '} g
.4 f .. orphysical -in a manner that is consistent: with those requirements: <

r . _

/ /The state:utility of Maharashtra MSEDCL has already formulated the framework

- 1/ of Information ‘Security PO|IC}‘- for théir organization. You are requzested to take
- necessary steps towards Formufatmg and fmallzmg Informatuc«n Securlty Pollcy of
CtTyour Urgamzat:on v P e d e e

T-hankmo you : r L
. % ] Yours faithfully,
) : : " for POWER FINANCE CORPORATION LTD. .

(V.K.Shah)
General Manager (R-APDRP)
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Annexure

State

:|Discom ™

- |Detail Of_.(.‘fhlei [niermamn Securst}' Manager (CISO)

Name

+- = |Designaion -

4 Mobile No w7 T
e-mail id '

Date of Information Secunty Policy Formulalon

I
3 y
'

Last Secunty Altlit Date
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